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The focus of CMMC, DFARS, ITAR is
Protecting CUI
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NIST 800-171, CMMC Compliance

Achieved 110/110 NIST 800-171 in DIBCAC Audit

Demonstrates CMMC Level 2 (Advanced)
PreVeil Addresses 84/110 Controls

Cloud Platform on AWS Gov Cloud
-edRAMP Baseline Moderate Equivalent

-|IPS 140-2 Validated Encryption
DFARS 7012 (c-g) Compliant




PreVeil CMMC Documentation for SSP
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12 Minimum Security Control
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13. Controls

ACCESS CONTROL

11 Account Management AC.1.001

1. About this Document

(including other information systems)

Implementation Status:
[ implemented

[ partaly implemented
[0 Notimplemented
[0 Nt applicable:

Organizational Control:

Donste

[ cioud Computing service Provider
[0 Hybrid (On-site and Goud based)

Referenced Polcy:
[company) Access Control

Th (55P) is designed to provide an overview of the security requirements of
the system in place or planned for meeting those requirements. The SSP
also defines responsibilities and expected behavior of all individuals who access the system.

PreVeilis a Software as a Service. This SSP provides guidance for companies that have purchased
the 5aas and identifies expected compliance standards to reach Cybersecurity Maturity Model
Certification (CMMC) Level 3. Companies using PreVeil as part of their CMMC compliance programs
are responsible to ensure their program meets the requirements applicable for their company and
environment.

This document and its accuracy are critical for system certification activity. For this reason, this SSP
will be reviewed and updated, as necessary, at least annually. Documentation of each review and
change made to the SSP will be d in the Version History 1 of this
document. Items that should be included in the review are:
«  Change in system architecture
« Change in system status
Additions/deletions of system interconnections
Change in system scope
Change in certification and accreditation status

. Information System Name — [company]

The [company) of y: \d does not contain any
additional systems or major applications. This SSP provides an overview of the security
requirements for PreVeil and describes the controls in place to provide a level of security
appropriate for the information to be transmitted, processed, or stored within the infrastructure.
Information security is an asset vital to our criti and its effective

protectionis a our tion. Proper information technology
systems is iality, integrity and y of the data transmitted,
processed, or stored by the [company] information system.

ity safeg: the policy and control requirements set
forth in this SSP. This system is subject to consistent monitoring with applicable laws, regulations,

policies, procedures, and practices.

12.

13 Use AC1003

14, ontent AC.1.004

Still needs a strong CMMC advisor —

stive and Pro

3. Information System Owner

The following individual s identified or functional for the
system.




Zero Trust Server: End-to-end Encryption

In PreVeil all Files and Emails are encrypted at the sender’s device and can only be decrypted by the recipient
The Servers ( AWS Gov Cloud by Default) can never decrypt the data, neither can attacker., PreVeil or AWS

Encrypt !é-

Company B

Decrypt =

—
AWS GovCloud Company C

Company A
National Security Agency | Cybersecurity Information ’
>

Selecting and Safely Using Collaboration Services for Telework
Company D

1. Does the service implement end-to-end encryption?

End-to-end (E2E) encryption means that content (text, voice, video, data, etc.) is encrypted all the way from sender to
recipient(s) without being intelligible to servers or other services along the way. Some apps further support encryption
while data is at rest, both on endpoints (e.g. your mobile device or workstation) and while residing on remote storage (e.g.
servers, cloud storage). Only the originator of the message and the intended recipients should be able to see the
unencrypted content. Strong end-to-end encryption is dependent on keys being distributed carefully. Some services such
as large-scale group video chat are not designed with end-to-end encryption for performance reasons.




Integrated with GRC > ComplyUP

NIST 800-171 DoD Assessment
Methodology Scoring Tool
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