Distribution Statement A: Approved for public release. Distribution is unlimited.

-ﬂ@‘

DEFENSE CONTRACT VIANAGEMVIENT AGENCY

Defense Industrial Base Cybersecurity Assessment
Center (DIBCAC) - Assessments

Presented By:

Jennifer Henderson and William R. Spence

Defense Industrial Base Cybersecurity Assessment Center (DIBCAC)

October 26, 2022

Distribution Statement A: Approved for public release. Distribution is unlimited.

A team of trusted professionals delivering value to our Warfighters throughout the acquisition lifecycle



Distribution Statement A: Approved for public release. Distribution is unlimited.

What types of assessments are DIBCAC doing?
Top 10 Other Than Satisfied (OTS)

Updated Scores

References

DIBCAC Website
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Assessments

e Types of assessments DIBCAC currently performs
NIST SP 800-171 DoD High Assessments

NIST SP 800-171 DoD Medium Assessments

C3PAO Assessments

Joint Surveillance Assessments
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7~ Top 10 Other Than Satisfied (OTS) Requirements
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PO Top 10 OTS Requirements
-UC:NIA

1) 3.13.11, FIPS-validated cryptography [Systems and Communication Protection
(SC)]

2) 3.5.3, Multifactor Authentication [ldentification and Authentication (IA)]

3) 3.14.1, Identify, report, correct system flaws [System and Information Integrity
(S1)]

" 4) 3.11.1, Periodically assess risk [Risk Assessment (RA)]

__5) 3.11.2, Scan for vulnerabilities [Risk Assessment (RA)]

[ 6) 3.3.3, Review and update logged events [Audit and Accountability (AU)]
— 7) 3.3.4, Audit logging process failure alerts [Audit and Accountability (AU)]

| 8) 3.3.5, Audit record review, analysis, and reporting processes [Audit and
Accountability (AU)]

9) 3.6.3, Test incident response capability [Incident Response (IR)]

10) 3.4.1, Establish/maintain baseline configuration [Configuration Management
(CM)]
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Percentage of Companies with Top 10 OTS Requirements
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Average Original Entry vs. Average Updated Entry
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T\ DFARS 252.204-7012 and NIST SP 800-171 References
B | nﬁm_

Website Link

DFARS Clause 252.204-7012, “Safeguarding https://www.acquisition.gov/dfars/part-252-solicitation-
Covered Defense Information and Cyber provisions-and-contract-clauses#DFARS-252.204-7012
Incident Reporting”
DFARS Cybersecurity FAQs https://dodprocurementtoolbox.com/fags/cybersecurity
NIST SP 800-171R2, “Protecting Controlled
Unclassified Information in Nonfederal
Systems and Organizations”
NIST SP 800-171A, “Assessing Security
Requirements for Controlled Unclassified https://csrc.nist.gov/publications/detail/sp/800-171a/final
Information”
Supplier Performance Risk System (SPRS) https://www.sprs.csd.disa.mil
https://www.acg.osd.mil/asda/dpc/cp/cyber/safeguarding.
html#nistSP800171

https://csrc.nist.gov/publications/detail/sp/800-171/rev-
2/final

DoD Assessment Methodology
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DIBCAC Website

https://www.dcma.mil/DIBCAC

Z8  An official website of the United States government H

POLICIES ABOUT US NEWS -

Mission

Support the warfighter by assessing the Defense
Industrial Base compliance in the protection of DoD
Controlled Unclassified Information, ensuring
contractors implement appropriate cybersecurity
requirements, in support of acquisition decision
making.

Vision
Security-focused, highly-trained cybersecurity

professionals providing comprehensive and repeatable
assessments for risk-based decision making

Commitment

Integrity, Service, Excellence

DEFENSE CONTRACT MANAGEMENT AGENCY

CAREERS -

Search DCMA Q

DCMA 0365 EMPLOYEES E-BUSINESS - WMS - CUSTOMERS - ETOOLS SMALL BUSINESS

Welcome to the Defense Industrial Base Cybersecurity
Assessment Center (DIBCAC) Contractor Resource Page.

The DCMA DIBCAC is leading the Department of Defense's (DoD) contractor cybersecurity risk mitigation efforts
DIBCAC assesses DoD contractors' compliance with the Defense Federal Acquisition Regulation Supplement (DFARS)
clause 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting, and the National
Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, "Protecting Controlled Unclassified
Information (CUI) in Nonfederal Systems and Organizations," as well as, the DFARS clause 252.204-7020, NIST SP 800-
171 DoD Assessment Requirements

PUBLICALLY RELEASABLE RESOURCES

Public 800-171 Self-Assessment Database (v1)

ADDITIONAL RESOURCES

DIBCAC Fort Lee Outstanding Civilian Service Award Winners

Building a cybersecurity assessment capability

Protecting Critical DoD Information

Task Force Curbs Technology Theft to Keep Joint Force Strong

Cyberspace Solarium Commission Report

Video: Cybersecurity Compliance: An Introduction to DFARS 252 204-7012 and NIST SP 800-171 Requirements

CONTACT US

Email us at: dcma.lee.hq.mbx.tdx-inbox@mail. mil
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Questions

QUESTIONS?
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