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Secure Enclave

!_C !_.

Quoting/estimating

Segmentation is key to
providing a layered defense

Engineering

N m\\\\ )

N —

Critical Information PreVell/Azure/AWS

Corporate Network

€ O Intranet

3
ERP/Workflow tools
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>

Scan traveler package upon
order completion in CUI Gov
Cloud, shred paper records

Store in CUI Gov Cloud

@ Build the part

SUPPLIER
PORTAL
LOGIN

Accept PO, create workflow

Download drawing or RFP

Send via encrypted email drawing

Order materials, print ) X
to special coatings sub-contractor

Laptop encrypted drawing

with Bitlocker
and MFA
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(o]
FCI Enclave

CMMC Assessment Scope

|=|
—\ System Administrator
Endpoints Accessing PreVeil Flrlewall
iﬂ# E Switches
PreVeil
o Azure Active Directory
Administrators Intune/Microsoft Endpoint Manager

M365
SharePoint
Microsoft DLP
Microsoft Sentinel
Windows Defender Application
Control (WDAC)
Microsoft Endpoint Manager
Azure Key Vault
Azure Virtual Desktops
Azure Maintenance Control
Microsoft Defender for Endpoint
Microsoft Defender for Cloud
Office 365 Message Encryption (OME)
Bitlocker
Microsoft Defender for Office 365

Out-of-Scope
1]
—

] -]

admin admin

PreVeil

M365, SharePoint
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