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PreVeil VDI:
110 CMMC Score in110 Hours

CMMC requires defense contractors
handling Controlled Unclassified
Information (CUI) meet all 110 NIST
800-171 controls. Configuring and

documenting every device that touches o DT
CUI demands internal expertise and

months of IT bandwidth. PreVeil VDI
removes those devices from scope
entirely. It's a fully managed virtual
desktop built around PreVeil as a CUI
enclave, designed to be the simplest,

fastest route to CMMC. The result? A Vorirome
perfect 110 score in 110 hours.

[2l Endpoints Out of Scope

PreVeil VDI shrinks your CMMC scope so your IT team has less to do. Because
CUI lives inside the virtual desktop, the devices your team uses fall outside
the assessment boundary. That means no implementing endpoint controls,
no configuration baselines to maintain, no asset inventory to chase, and none
of the documentation burden that goes with them.

) Majority of Controls Inherited

Inside the assessment boundary, PreVeil VDI covers a majority of the controls
—79 are fully inherited and 23 are shared—with a core technology stack:

* PreVeil Drive and Email protect CUl with end-to-end encryption
¢ Okta handles identity and access control and MFA
* ThreatLocker implements endpoint and network controls

Common Microsoft apps, like Word and Excel, come pre-installed for a
complete desktop experience running in AWS GovCloud.

>-- Assessment-ready Documentation

Every PreVeil VDI comes with a complete, assessor-validated documentation package
modeled on a representative VDI environment. The package includes:

» System Security Plan (SSP) documenting the whole environment

Standard Operating Procedures (SOPs) tailored to a VDI compliance architecture
Shared Responsibility Matrix (SRM) detailing your inheritance and responsibility

* Customer Readiness Checklist that walks through your remaining compliance tasks

& A Proven Foundation

Thousands of defense contractors use PreVeil to comply with CMMC, DFARS 7012, and
NIST 800-171, and C3PAOs themselves use PreVeil to achieve perfect 110 scores. PreVeil
VDI builds on that same proven foundation packaged into the simplest, fastest route to
CMMC available today: a single managed environment, designed to relieve the compliance
burden and get you assessment-ready in 110 hours.
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