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What Self-Attestation Already Costs
DOJ has collected $28.8M from defense contractors over cybersecurity claims, all of it under self-attestation.

Date Company Settlement What DOJ alleged

Jul 2022 Aerojet Rocketdyne $9,000,000 Misrepresented cybersecurity compliance

Oct 2024 Penn State $1,250,000 Misstated control timelines; weak POA&M follow-through

Mar 2025 MORSECORP $4,600,000 Non-compliant email host; no SSP; false SPRS score

May 2025 Raytheon / RTX / Nightwing $8,400,000 CUI on a non-compliant system, 29 contracts

Jul 2025 Aero Turbine / Gallant Capital $1,750,000 CUI accessible to unauthorized foreign persons

Sep 2025 Georgia Tech Research Corp $875,000 No anti-malware; no SSP; SPRS score of 98 claimed

Dec 2025 Swiss Automation $421,234 Inadequate protection of CUI technical drawings

Jun 2026 LOGZONE $507,144 Self-scored 110. DIBCAC scored the same system -170.

Sep 2026 Honeywell Aerospace $2,042,518 800-171 requirements unmet on a covered network

LOGZONE self-scored 110. DIBCAC scored the same system -170.
Source: DOJ settlement announcements, 2022-2026. Allegations only; no determination of liability.


